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This article proposes a fraud detection procedure for 

uncovering fraud credit card transactions. It is composed of the 

following steps: (1) A training data set is produced from a 

collection of credit card transactions. (2) The key features of 

transactions are identified and used for fraud detection. (3) The 

proposed procedure train a Self-Organizing Map (SOM) to 

classify normal and fraud purchases via credit cards. (4) 

Following the SOM training process, a decision tree is 

constructed to further classify normal and anomaly 

transactions.  
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Flowchart of the proposed fraud detection procedure. 

 

A. Training Data and Feature Extraction 

The training data contains about 900 normal transactions 

and 900 fraud transactions. Each transaction of the data set 

contains 34 features. After going through a feature reduction 

process, the number of relevant features is reduced to 14.  

B. SOM Training 

The SOM is a 2D lattice, which is composed of 32x32 

neurons (nodes). Then, the SOM is undertaken an 

unsupervised training.  
C. Decision Tree 

    At each level of the decision tree, a feature is selected for 

split the data set. The best threshold of the feature is searched 

to minimize the Gini values. 

D. Visualization Method 

   First, we illustrate the correlations among the features by 

using the heatmap. The numbers of transactions favored by the 

SOM nodes are represented by vertical bars. The lengths of the 

bars reveal the number of transactions. A bar is rendered in 

green color, if the transactions favored by its master node are 

normal. Otherwise, the bar is shaded in red color. 

 
Heatmap of the 35 features of a test data. 

 

 

 
     

     Results and Analysis 

Two results are shown below: 
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